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A Study on Control System Cyber Security Education & Training Method
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ABSTRACT

As the number of cyber threats to control systems increases, the need for control system cyber security is also increasing.
Currently, various cyber security related education and control system education are being conducted. However, it does not
fully reflect the characteristics of the control system and the characteristics of the participants.

In this paper, we propose a training system and technique to enhance the control system cyber security capability. To this
end, we analyze the limitations of existing security education. Based on the results, we develop a control system training
environment model based on the IEC62443 Standard and develop an ARCH based training method.
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Table 1. Features of Control System
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